Legal, Ethical, and Policy Issues of “Big Data 2.0” Collaborative Ventures and Roles for Information Professionals in Research Libraries by Corrall, Sheila & Currier, James David
Legal, Ethical, and Policy 
Issues of “Big Data 2.0” 
Collaborative Ventures 
and Roles for Info Pros 
Sheila Corrall 
Kip Currier 
45th LIBER Annual Conference 
Libraries Opening Paths to Knowledge 
Wednesday, June 29, 2016  
Information Culture & Data Stewardship 
Legal, Ethical, and Policy Issues of “Big Data 2.0” 
Collaborative Ventures and Roles for Info Pros 
Outline 
•  Background	
Library	literature	–	Deﬁni7on	of	key	terms	
•  Case	studies		
Pi=sburgh	Health	Data	Alliance	–	UK	Biobank	–	Big	Data	Europe	–	
Personal	Genome	Project	–	Precision	Medicine	Ini7a7ve	–	
Oncology	Research	Informa7on	Exchange	Network	
•  Implica7ons	
Legal,	ethical,	policy	
•  Conclusions	
Roles	and	competencies	
Information Culture & Data Stewardship 
Library literature 
•  Educa7ng	students	about	how	companies	use	big	data	and	advising	users	
on	how	to	ﬁnd	datasets	for	research	(Bieraugel,	2013;	Hoy,	2014)	
•  Moving	beyond	research	data	management	to	deﬁne	and	discuss	other	
specialized	data-related	roles	(Lyon	&	Brenner,	2015;	Lyon	et	al.,	2016)	
•  Exposing	(linked)	library	collec7ons	data	and	making	them	reusable	for	
resource	discovery	(Campbell	&	Cowan,	2016;	Teets	&	Goldner,	2013)	
•  Carrying	out	their	own	big	data	projects	to	analyze	collec7on	use	and	
conduct	cross-disciplinary	comparisons	(Huwe,	2014;	Ta=ersall,	2016)	
•  Helping	communi7es	create	local	data	infrastructures	and	make	big	data	
more	useful,	by	crea7ng	taxonomies,	designing	metadata	schemes,	and	
systema7zing	retrieval	methods,	and	also	assis7ng	with	policy	concerns		
(Bertot	et	al.,	2014;	Bieraugel,	2013;	Reinhalter	&	Wi=man,	2014)	
•  Serving	as	authori7es	on	copyright	and	intellectual	property	issues	arising	
from	big	data	(Gordon-Murnane,	2012)		
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What are data? (When are data?) 
Data	are	forms	of	informa7on	that	may	be	deﬁned	by	example,	
processing	level,	origin,	and	preserva7on	value	
“In	addi7on	to	digital	manifesta7ons	of	literature	(including	
text,	sound,	s7ll	images,	moving	images,	models,	games,	or	
simula7ons),	[the	term]	refers	as	well	to	forms	of	data	and	
databases	that	generally	require	the	assistance	of	
computa7onal	machinery	and	soeware	in	order	to	be	useful,	
such	as	various	types	of	laboratory	data	including	
spectrographic,	genomic	sequencing,	and	electron	
microscopy	data;	observa7onal	data,	such	as	remote	sensing,	
geospa7al,	and	socioeconomic	data;	and	other	forms	of	data	
either	generated	or	compiled,	by	humans	or	machines.”	
(Uhlir	&	Cohen	in	Borgman,	2015,	p.	19)	
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Critical questions 
•  What	are	the	chief	legal,	ethical,	and	policy	issues	triggered	
by	Big	Data	(and	Li=le	Data)?	
•  What	best	prac1ces	can	be	iden7ﬁed	to	address	these	kinds	
of	legal,	ethical,	and	policy	issues?	
•  What	are	the	roles	that	informa7on	professionals	and	
research	libraries	can	and	will	assume	in	contribu7ng	to	
considera7ons	of	the	legal,	ethical,	and	policy	issues	raised?	
•  What	are	the	competency	implica7ons	in	terms	of	the	
knowledge,	skills,	and	abili1es	libraries	need	to	acquire	or	
develop	for	the	Big	Data	world?	
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“The	health	care	ﬁeld	
generates	an	enormous	
amount	of	data	every	day.	
There	is	a	need,	and	
opportunity,	to	mine	this	data	
and	provide	it	to	the	medical	
researchers	and	prac77oners	
who	can	put	it	to	work	in	real	
life,	to	beneﬁt	real	people.	
Many	organiza7ons	can	fulﬁll	
part	of	this	process,	but	none	
of	them	are	equipped	to	begin	
with	raw	data,	develop	an	idea	
and	move	that	idea	directly	
into	a	prac7ce	seing.”	
What roles can 
information professionals 
and research libraries 
play in such endeavors? 
World-class	CS/	
machine	learning	
Medical	
+		research		+	
exper7se	
Deep	data,	
clinical	seing,	
commercializa7on	
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Background 
“A	major	na7onal	health	resource”	
•  Registered	charity	
•  Est.	by	Wellcome	Trust,	MRC,	
Dept.	of	Health,	Scoish	Gov.,	
and	NW	Regional	Dev.	Agency;	
funded	by	Welsh	Dev.	Agency,	
BHF,	and	Diabetes	UK)	
•  Hosted	by	U.	Manchester,	
supported	by	NHS	
•  Open	to	bona	ﬁde	researchers	
anywhere	in	the	world,	
including	those	funded	by	
academia	and	industry	
•  Aims	to	improve	preven7on,	
diagnosis	and	treatment	of	
life-threatening	illnesses	
•  Recruited	500,000	people	
aged	40-69	in	2006-2010	
•  Par7cipants	have	undergone	
measures,	provided	blood,	
urine	and	saliva	samples,	and	
detailed	personal	informa7on		
–  and	agreed	to	have	their	
health	followed	
“…to	help	scien7sts	discover	why	
some	people	develop	par7cular	
diseases	and	others	do	not”	
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Best Ethical Practice? 
UK	Biobank	wants	to	be	“a	model	not	only	for	best	science	but	for	
best	ethical	prac7ce	too,	in	rela7on	to	these	big	biobank	projects”	
Professor	Roger	Brownsword,	Chair	(2011-2015)		
UK	Biobank	Ethics	and	Governance	Council	(UKEGC)	
h=p://www.ukbiobank.ac.uk/ethics/		
What are some of 
the “best science” 
and “best ethical 
practice” lessons 
that can be learned 
from UK Biobank? 
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Big Data Europe 
Who is Big Data Europe for? 
Ø  “Small,	Medium	and	large-sized	en77es	coming	from	any	sector	within	
industry,	research	or	the	public	sector,	that	have	much	to	gain	from	
making	sense	of	large	volumes	of	data	(of	both	sta7c	or	dynamic	nature,	
and	from	various	sources)	to	realise	new	and	innova7ve	use-cases,	not	
just	within	their	domain	but	also	across	diﬀerent	sectors”		
Ø  16	European	partners	at	present,	represen7ng	a	diverse	range	of	
academic,	for-proﬁt,	and	government	en77es	in	10	countries	
Big Data partnership projects – A key question  
Ø  Given	current	poli7cal	uncertain7es	(e.g.,	BREXIT),		
what	can	be	done	to	ensure	stability	and	con7nuity		
of	Big	Data	partnerships	(like	Big	Data	Europe),	while		
providing	leeway	for	accommoda7ng	changes	and		
course	correc7ons	that	may	be	periodically	warranted?	
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About PGP 
Harvard	PGP	is	“an	open	science	research	project…designed	to	create	public	
scien7ﬁc	resources	that	everyone	can	access	by	bringing	together	genomic,	
environmental,	and	human	trait	data	donated	by	our	par7cipants”	
•  Founded	at	Harvard	Medical	School	in	2005,	now	a	Global	Network	
involving	Canada	(University	of	Toronto),	the	UK	(UCL)	and	Austria	
(Austrian	Academy	of	Sciences)	
•  Harvard	PGP	is	staﬀed	by	a	small,	largely	volunteer	group	of	researchers,	
engineers,	and	ethicists	who	are	all	pioneers	in	their	ﬁelds.	
•  Members	of	the	Global	Network	follow	a	common	set	of	guidelines,	but	
the	quan7ty	and	quality	of	informa7on	on	na7onal	sites	varies	signiﬁcantly	
“Privacy,	conﬁden7ality	and	anonymity		
are	impossible	to	guarantee	in	a...research	study		
where	public	sharing	of	gene7c	data	is	an	explicit	goal”	
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d)  Oversight.	Each	member	must	
maintain	current	Ins7tu7onal	
Review	Board	[Research	Ethics]	
or	local	equivalent	approval	
e)  Not	for	proﬁt.	Managed	or	
sponsored	by	a	non-proﬁt	
organiza7on	(or	local	equivalent).	
–  A	member	shall	not	sell	or	
license	par7cipant	data	or	
7ssues	“other	than	purposes	
of	reasonable	cost	recovery”	
	
Pretty Good Privacy? 
	
Guidelines of the Global PGP Network 
a)  Public	Data.	Par7cipants	are	
invited	to	share	genomic	and	trait	
data	using	a	CC0	waiver	
b)  Non-anonymous.	Risks	of	
par7cipant	re-iden7ﬁca7on	are	
addressed	upfront	as	part	of	the	
consent	and	enrollment	process		
−  Neither	anonymity	nor	
conﬁden1ality	of	their	data	is	
promised	to	par1cipants	
c)  Equal	access.	Par7cipants	are	
given	7mely	and	complete	access	
to	their	individual	data		
i.e.,	raw	data	and	not	just	
summary	results	“where	feasible”	
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Precision Medicine Initiative 
•  Launched	by	President	Obama	in	his	
January	2015	State	of	the	Union	address	
•  Aims	to	leverage	advances	in	genomics,	
emerging	methods	for	managing	and	
analyzing	large	data	sets,	and	health	ICTs	
to	accelerate	biomedical	discoveries	
–  while	protec7ng	privacy	
•  Plans	to	enroll	one	million	or	more	
volunteers	and	may	include	children	
“commi=ed	to	engaging	mul7ple	sectors	
and	forging	strong	partnerships	with	
academic	and	other	non-proﬁt	researchers,	
pa7ent	groups,	and	the	private	sector	to	
capitalize	on	work	already	underway”	
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Big projects, Big problems 
Ø  Very	large	scale	
Ø  Interdisciplinary	
Ø  Human	subjects	
Ø  Inter-state/interna7onal/global	
Ø  Mul7ple	jurisdic7ons	
Ø  Cross-sector	partners	(public/private)	
Ø  Cultural	diﬀerences	
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Legal issues arising from Big Data 
Compliance	with	
Ø  Privacy	laws	
Ø  Data	protec7on/security	laws	
Ø  Gene7c	informa7on	laws	
Ø  Freedom	of	informa7on	
Ø  Right	to	be	forgo=en	
Ø  Intellectual	property		
e.g.,	paten7ng	of	human	genes/synthe7c	human	genes		
cf.	EU	and	US	(Myriad	Gene6cs	case,	2013)	
Ø  Licensing	and	contractual	issues	
Ø  Publishing	
Information Culture & Data Stewardship 
Ethical issues arising from Big Data 
Ø  Privacy	
–  of	donors	
–  how	to	comply	with	privacy	laws	of	diﬀerent	na7ons/groups	
Ø  Maintaining	anonymity	of	specimen	donors	
–  protec7on	against	bad	actors,	e.g.,	cybercriminals,	hac7vists	
–  triangula7on	of	data	from	mul7ple	sources	used	to	circumvent	
anonymiza7on	of	donors	
Ø  Mone7za7on,	Commodiﬁca7on	
–  selling	of	health	data	to	commercial	interests	
–  use	of	indigenous	knowledge/tradi7onal	knowledge	
–  should	specimen	donors	share	in	any	poten7al	proﬁts?	
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Ethical issues arising from Big Data 
Ø  Peaceful/Public	Good/Public	Interest	uses	vs.	Military/
Na7onal	Security	uses	vs.	Terrorist	applica7ons	
–  who	will	determine	the	societally	acceptable/desirable	uses	and	
applica7ons	for	health	data/big	data?	
Ø  Psychological	well-being/Informed	consent	of	donors	
–  fully	advising	donors	of	their	rights	and	of	the	obliga7ons	of	the	
respec7ve	data-gathering	and	data-using	en77es	to	donors	
–  taking	account	of	the	best	interests	of	donors	in	making	their	
data	available	to	them	
Ø  Solicita7on	of	specimen	donors	for	par7cipa7on	in	studies	
In	2015	the	UK	BioBank	Ethics	and	Governance	Council	faced	a	
policy	issue	over	its	proposed	use	as	a	recruitment	plaEorm	by	
researchers	who	wanted	to	iden6fy	people	for	a	separate	study	
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“…a precedent-setting case” 
•  Researchers	wanted	to	use			
UK	Biobank	to	iden7fy	people	
to	invite	into	a	separate	study	
•  They	asked	UK	Biobank	to	
send	an	introductory	email	to	
its	par7cipants	poin7ng	to	the	
website	of	the	new	study	
•  Oﬀering	such	a	recruitment	
mechanism	could	beneﬁt	the	
research	community	
–  But	take	7me	and	resources	
that	could	be	used	elsewhere	
•  In	what	circumstances	would	it	
be	acceptable	for	Biobank	to	
divert	resources	in	this	way?		
–  How	should	ad	hoc	third-party	
re-contacts	be	accommodated?	
•  UKBEGC	proposed	two	op7ons	
–  Create	a	dedicated	webpage	to	
provide	neutral	informa7on	
about	(approved)	studies	
–  Provide	a	withdrawal	category	
allowing	Biobank	par7cipants	
opt-out	from	email	invita7ons	
The	project	was	approved	as	a	pilot	subject	to	ﬁHng	with	Biobank’s	6metable	
of	re-contacts	and	will	be	used	to	draw	up	a	framework	for	future	requests	
UK	BIOBANK	ETHICS	AND	GOVERNANCE	COUNCIL		ANNUAL	REVIEW	2015	
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Policy issues arising from Big Data 
•  How	and	by	whom	will	health	data/big	data	be	preserved	and	
made	retrievable	for	and	by	future	stakeholders?	
•  What	guidelines	and	requirements	are	needed	for	publishing	
related	to	health	data/big	data?	
•  Who	needs	to	have	a	voice	in	policy-seing	and	policy-making,	and	
who	should	crae	the	governing	policies	and	codes	of	ethics?	
☞ Given	the	pace	of	change,	how	oeen	should	policies	and	codes	be	
reviewed	and	updated?	
•  What	oversight	and	enforcement	mechanisms	are	needed	to	
ensure	compliance?	
☞ What	are	the	penal7es	for	piracy	of	health	data	or	malfeasance,	
negligence,	willful	blindness,	and	harmful	impacts	on	human	subjects?	
☞ What	protec7ons	are	available	or	need	to	be	developed	and	codiﬁed	
for	whistleblowers	who	report	lapses	and	breaches	of	compliance?	
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Library Roles and Competencies 
•  Data	are	forms	of	informa7on	requiring	stewardship	
–  like	the	many	other	knowledge	resources	libraries	manage	
•  Big	data	2.0	ini7a7ves	pose	par7cular	challenges		
–  because	of	their	scale,	variety,	complexity,	and	openness	
•  Libraries	are	well	posi7oned	to	assume	a	proac7ve	role	
–  building	on	their	exis7ng	work	in	scholarly	communica7on	
•  Poten7al	roles	for	libraries	in	the	big	data	arena	require	
professional,	technical,	organiza7onal,	managerial,	personal,	
and	interpersonal	knowledge,	skills,	and	abili7es	
–  including	exper7se	associated	with	other	professions	and	
enhanced	competencies	in	rela7onship	management	
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Potential Library Roles in Open Domains 
Types	 Open	Content	 Open	Process	 Open	Infrastructure	
Domains	 OA	 OData	 OER	 OBib	 OSS	 OD	 OEP	 OPR	 OSci	 OI	 OStd	 OSys	
Roles	
Use	
Educate	
Advocate	
Facilitate	
Mediate	
Collaborate	
Coordinate	
Integrate	
Lead	
(Corrall,	2016,	In	press)	
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